guide/vulnerability
/CVE-2024-38077

CVE-2024-38060

- Piém CVSS: 8.8 (Nghiém
trong)

- Mo ta: L& hdng trong
Windows Imaging Component
cho phép ddi tuong tin cong
thuc thi ma tur xa.

- Anh hudng: Windows 10,

Windows 11, Windows Server
2008, 2012, 2016, 2019, 2022.

https://msrc.micro
soft.com/update-

guide/vulnerability

/CVE-2024-38060

CVE-2024-38023
CVE-2024-38024
CVE-2024-38094

- Piém CVSS: 7.2 (Nghiém
trong)

- Mo ta: L& hdng trong
Microsoft SharePoint Server
cho phép ddi tuong tin cong
thuc thi ma tur xa.

- Anh hudng: Microsoft
SharePoint  Server 2019,
Microsoft SharePoint
Enterprise =~ Server 2016,

Microsoft SharePoint Server
Subscription Edition.

https://msrc.micro
soft.com/update-

guide/vulnerability

/CVE-2024-38023

https://msrc.micro
soft.com/update-

guide/vulnerability

/CVE-2024-38024

https://msrc.micro
soft.com/update-

guide/vulnerability

/CVE-2024-38094

CVE-2024-38021

- Piém CVSS: 8.8 (Cao)

- Mo ta: L& hdng trong
Microsoft Office cho phép d6i
tugng tin cong thuc thi ma tir
Xa.

- Anh hudng: Microsoft Office
2016, 2019, Microsoft Office
LTSC 2021, Microsoft 365
Apps for Enterprise.

https://msrc.micro
soft.com/update-

guide/vulnerability

/CVE-2024-38021
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- Piém CVSS: 7.8 (Cao)

- Mo ta: L& hdng trong
Windows Hyper-V cho phép
dbi twong tin cong thuc hién
5 CVE-2024-38080 | leo thang dic quyén. LS hong
hién dang bi khai théac trong
thuc té.

- Anh huéng: Windows 11,
Windows Server 2022.

https://msrc.micro
soft.com/update-

guide/vulnerability

/CVE-2024-38080

- biém CVSS: 7.5 (Cao)

- Mo ta: L& héng trong
Windows MSHTML Platform
cho phép ddi tuong tan cong https://msrc.micro
thuc hién tan cong gia mao| soft.com/update-
(spoofing). L& hong hién dang| guide/vulnerability
bi khai thac trong thuc té. /CVE-2024-38112

- Anh huong: Windows 10,
Windows 11, Windows Server
2008, 2012, 2016, 2019, 2022.

6 | CVE-2024-38112

- Panh gia mirc d9: Danh gia so bd tir cac chuyén gia bao mat, 16 hong
nay anh hudong dén nhiéu thiét bi trén toan cau trong d6 c6 ca Viét Nam. Trung
tam Giam sat an toan khong gian mang quéc gia (NCSC) danh gia kha ning cac
ma khai thac ciia cac 16 hong nay sé som duoc cong khai trén Internet trong thoi
gian sap toi.

2. Hwéng din khic phuc:

Bién phap t6t nhat dé khic phuc 1a cap nhat ban va cho cac 16 hong bao mat
ndi trén theo hudng dan ctia haing. Quy don vi tham khao cac ban cap nhat phu
hop cho cac san pham dang str dung tai link ngudn tham khao tai muc 1 ctia phu
luc.

3. Ngudn tham khio:

https://msrc.microsoft.com/update-guide/
https://www.zerodayinitiative.com/blog/2024/7/9/the-july-2024-security-

update-review



